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TUMHa3us
c. bornblieycTeUKMHCKOE

MOBY COII c. Huxuee bobuno
MOBY COIII x. FOnycoso

MOBY OOIlI-gercknii can
. AOTyJIITUHO

MOBY OOLI a.Kypraroso
MBY 10 Meuernunckuit I Tulll

MBY J1O JHOCII MP MedeTnuHcKkui
paiioH Pb

NHOOPMALIA
JUTS pa3MeIleHHs] Ha THPOPMAaLIMOHHBIX pecypcax

«OCTOpPOKHO, MOLLICHHUKU ! »

B ycnoBusix paszButvs HUPPOBOM SKOHOMHUKH, HJIEKTPOHHBIX IJIATEKHBIX
CHUCTEM MEPCOHAIBHBIX JJIEKTPOHHBIX YCTPOMCTB M MHTEpHETa CTPEMUTENBHO
BO3POCJIO KOJIMYECTBO COBEPIIEHHBIX C UX MCIIOJIb30BAHUEM NPECTYILICHUN.

CoBeplieHUI0 JaHHON KaTEeropuH MPECTYIUIEHUH CIOCOOCTBYIOT JJOBEPUMBOCTD
rpax<i1aH, HeJOCTaTOYHAas MX OCBEJOMJIEHHOCTh M MPEHEOPEKUTEIbHOE OTHOLICHHE
K 3JIEMEHTapHBIM ITpaBuiIaM 0€30MaCHOCTH.

JIns mpenynpexaeHrs NPOTHUBONPABHBIX JEHUCTBUM IO JMCTAaHLIMOHHOMY
XUIIEHUIO IEHEKHBIX CPEJICTB BaXKHO 3aIIOMHUTH CIEAYIOIIEE.

Corpyanuku OaHka 1o TelnepoOHYy WIM B DJIEKTPOHHOM MHCbME HE
3anpamBaroT:

® [IEPCOHAJIbHBIE CBEACHUA (CEepHsi U HOMEp MAaclopTa, aApec PEerucTpalvy,
uMs ¥ pamMuiins Biajeabla KapThl);

e pekBuU3uUTHI, cpok jaeicTBusd, [IMH- u CVV-koap1 6aHKOBCKUX KapT;

e naposu unu Koael u3 CMC-cooOuieHuit uisi TOATBEPKACHUS (DUHAHCOBBIX
omnepannil Ui UX OTMEHBI;

e JIOTMH U NApoJib JUIsl BXO/A B JIMYHBIN KaOWHET KIMEeHTa OaHKa.

CoTpyaHUKHM OaHKa TaK)Ke HE MPEIIaraor:

Ipokyparypa MederiinHcKoro paiiona PecryOinku
BamkopTocran
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® YCTaHOBUTh MPOTPaMMbl YJAJIEHHOTO JOCTyna (WM WHbIE CTOPOHHUE
PUIOKEHHS ) HA MOOMIIBHOE YCTPOUCTBO U Pa3pelInTh MOJKIIOUEHNE K HUM
10J1 IPEAJIOTOM TEXHUYECKOM MOACP>KKH (HarpuMep, yIaleHHe BUPYCOB);

e nepeit no ceblike u3 CMC-coo0meHus;

® BKIIOUHUTH I[epeajpecannio Ha TenedoHe KIMEHTa [JIsi COBEPILICHUS
B JaJIbHEHIIIEM 3BOHKA OT €T0 UMEHU B OaHK;

® [0 UX PYKOBOJCTBOM I€PEBECTU JII COXPAHHOCTU JICHEXKHBIE CPEICTBa
Ha «GalIUIIEHHbIE) WK «0e30MacHbIe» CUéTa;

e 3aliTH B OHJIAH-KaOMHET 10 cchlike n3 CMC-coo0IeH S WTH 3JICKTPOHHOTO
TUChMA.

bank MoXeT WHUIMUPOBAThH OOIICHUE ¢ KIIMEHTOM TOJBKO JISI KOHCYJIbTAITUi
0 MpeaocTaBisieMbIM yciyraM. [lpu 3TOM 3BOHKH COBEpIIAIOTCS C HOMEPOB,
yKa3aHHBIX Ha 00OPOTHON CTOPOHE KapThl, HA OQUIMAIBHBIX CaliTaXx U OAHKOBCKUX
nokyMeHTax. VIHbIe HOMepa He UMEIOT HUKaKOTO OTHOIIEHUS K OaHKY.

UtoObl HE CTaTh >KEPTBOM JUCTAHIIMOHHOTO MOIIEHHUYECTBA CIIEIyeT
UCIIOJIB30BaTh TOJBKO OQHUIINATbLHBIC KaHAIBI CBSI3U:

e (opmMbI 0OpaATHOM CBS3M Ha caliTe 0aHKa U B MOOWJILHOM MPUJIOKCHUU;

e TesedOHBI TOPSIYUX JTUHUN;

® T[pYIIbI WIK YaT-00Thl B MECCEHIKEpaX (€CIM TAKOBbIE UMEIOTCS).

BaxxHO MOMHHUTBH, 4TO MOOWJIbHBIC TPHUIOXKEHUS OAHKOB CJEAyeT CKaYMBaTh
yepes opunmanbabie Marazuasl (App Store, Google Play u 1.11.).

Heobxoaumo yuyuThIBaTh, YTO JAepXkKaTesb KapThl 00s3aH CaMOCTOSITEIbHO
o0ecreunTh KOH(DUICHIINATBHOCTh €€ PEKBU3UTOB U B 3TOM CBSI3U U30€TaTh:

® MIOJKIFOYCHUS K 001me10cTynHbIM ceTssM Wi-Fi;

e wucnonb3oBanusa [IMH- wim CVV-komoB npu 3akaze TOBapOB M YCIyT
yepes ceTb «MIHTepHeT», a Takxke 1o Tenedony (pakcy);

e CoOOIIeHNs Ha3BaHHBIX KOJOB TPETHUM JIUIaM (B IIPOTUBHOM CiIydae JItoObIe
orepaluu, COBEPIICHHBIE C UX UCTIOJIb30BAaHUEM, CYUTAOTCS BHIMOTHEHHBIMU
caMUM JIep>KaTeieM KapThl U HE MOTYT ObITh OIPOTECTOBAHBI).

[Ipu ucnonb3zoBaHWKM OAHKOMATOB OTJABAWTE MPEINOYTCHHE TEM, KOTOpbIE
YCTAaHOBJICHBI B 3alIUIIEHHBIX MeCTax (HampuMeEp, B TOCYUYPEKICHUSAX, Oducax
0aHKOB, KPYIHBIX TOPTOBBIX IIeHTpax). [lepea ero mcmoab30BaHHEM, OCMOTPUTE U
yOeIUTECh, UTO:

® BCe Omepaly, COBEpIIaeMbIe MPEABITYIIIAM KIUCHTOM, 3aBEPIIICHEI;

® Ha KJIaBHAType ¥ B MECTE JIUIS IpHeMa KapT HET JOMOJTHUTEIBHBIX YCTPOUCTB;

® OTCYTCTBYIOT HEHCIPABHOCTU U WHBIE TIOBPEKICHUSI.

CoBepiiast onepanuu, He MPUCTYIIUBANTECh K COBETAM HE3HAKOMBIX JIOJEH
U HE IPUHUMAKNTE UX TTOMOIIIb.

[Ipu wucnosb30BaHUU COTOBBIX TenePoHOB (cMapThHOHOB) COOIHOIANTE
cleAyroue mpaBuia:

® IIpM YCTaHOBKE MOOWJIBHBIX TPWIOKEHUN oOpalraiiTe BHUMaHUE Ha
MOJITHOMOYHSI, KOTOPhIE OHU 3amlpamiunBaroT. byabTe 0COOEHHO OCTOPOXKHBI,



€CJIM TPWIOXKEHUE MPOCUT TpaBa Ha YTCHUE AJAPECHOM KHUTH, OTIPABKY
CMC-coo0111eH1i 1 MHBIX YBEIOMJICHHUM, TO0CTYN K ceTh « THTepHEeTY;

® OTKJIIOYUTE B HACTPOMKAaX BO3MOXHOCTh HCIIOJIb30BaHUS TOJIOCOBOTO
yIpaBJICHUs PU 3a0JIOKUPOBAHHOM JKPAHE;

e He nepexoaute no ccbuikaMm u3 CMC-yBeqOMIIEHHH, pPA3JMYHBIX YaTOB
U MECCEH/KEPOB, HE YOEAMBIIMCH B UX JIOCTOBEPHOCTHU (Ilepe3BaHUBANTE
JIOJISIM UX TPUCIIABIINM);

® HE TEPEUUCIIIUTEe JEHEXKHbIE CPEJACTBA 3HAKOMBIM, POJCTBCHHUKAMHU
U ONM3KUM JIMIIaM Ha HUX MPOChObBI O TMEPEeBOJAE JECHEKHBIX CPEIICTB
3  CMC-yBegomiieHMH,  pa3jgM4YHBIX  4YaTOB U MECCEHIKEPOB,
HE yOeAMBIINCh B WX JOCTOBEPHOCTH (NI€pEe3BaHUBANTE  JIIOJIAM
UX MPUCIIABIINM);

[Ipu ncnonb30BaHUHM UHTEPHET-CEPBUCOB, B TO YUCIIE JIJISl MOKYIIKU U MPOJAKHU

TOBapOB U OKa3aHus yciayr (AButo, FOmna u T.11.) 3alOMHUTE Psii IPOCTHIX MPABUIL:

® LCIOJIB3yHTE CPeACTBA OOIICHUS, TPEAOCTABICHHBIE JaHHBIMU CaTaMU;

® HE NEPEXOJIUTh Ha «MHIUBHUAYyaJTbHOE» OOIICHUE C MOCTOPOHHUMU JIUIIAMHU
C MCIOJIb30BaHUEM JIMYHBIX HOMEPOB Telle(POHOB;

e HE IIepelaBaiiTe CBOM TNEPCOHAIbHBIE [AHHbIE, B TOM WYHCIA aJpec
POXKUBAHMSI, KOHTAaKTHBIC Telie(OHbI, OAHKOBCKHE PEKBU3HUTHI M KOJIbI
MOITBEPKIACHUST OAHKOBCKHX OTICPAIIHIA;

® CIOJIb3yHUTE TOJILKO MOPSIOK U (POPMBI OIJIATHI, MOJYYEHHUS TOBapOB,
pPEeAyCMOTPEHHBIC TAaHHBIMU UHTEPHET-CEPBUCAMMU.

[Ipu omnarte ToBapa u yciayr B cetu «MHTepHEeT» (0COOEHHO TPHU MPUBSI3KE

K PEryJspHBIM IUIaTeXaM WJIM aKKayHTaMm) TpeOyeTcsl BCerja YYUTHIBATH BBICOKYIO
BEPOSITHOCTh MEPEXOJa Ha TMOINEIbHBIA CaWlT, CO3JaHHBIM ISl KOMIIPOMETALMU
KJIMEHTCKUX JAHHBIX, BKIIIOYAs TUIATEKHbIE KAPTOUYHBIE TAHHBIC.

Jnd MUHMMM3aluUM BO3MOXHBIX XHUINEHUW TIPU MPOBEIACHUM ONEpAUN
C UCIOIb30BaHuEM ceTh «MTHTEpHET» PEKOMEHIYETCS:

e 0hopMHTH  BUPTYaJBHYIO  KapTy C  YCTaHOBJICHHEM  pa3Mmepa
WHJMBHUAYaJIbHOTO JINMUTA, OIPAaHUYMBAIONIETO ONEpaldd, B TOM YHUCIE C
UCII0JIb30BaHUEM JIPYTUX OAaHKOBCKHUX KapT;

e BHUMAaTENbHO YuTaTh TEKCThl CMC-co00meHui M HHBIX YBEIOMIICHHUI
C KOJaMH TOATBEPKACHUM, MPOBEPATh PEKBU3UTHI onepauuid. Ecmu
PEKBU3UTHI HE COBNAJAIOT, TO TAKOW IMAPOIb BBOJUTH HENB3S.

Korma ©OaHk cudTaer coBepiIaeMbpleé OT HMEHH KIHEHTa OIlepaluu
MOJIO3PUTEIBHBIMU, OH MOXET I0 CBOCH WHUIIMATHBE BPEMEHHO 3a0JOKHUPOBATH
noctyn Kk ceppucam CMC-0anka u oHNaiH-kaOuHeTa. Ecnmu omepanuu coBepIieHbI
JIepKaTesIeM KapThl, 71l OBICTPOTO BO3OOHOBJICHHSI JOCTYyTA K JICHEKHBIM CPEJICTBAM
JIOCTATOYHO MO3BOHUTH B KOHTAKTHBIN LIEHTP OaHKa.

B cnyuae yrepu unu cMeHsl Homepa TenedoHa, MPUBSI3aHHOTO K OAHKOBCKOM
KapTe, He00X0UMO:

e CBs3aThCA ¢ OaHKOM il oTKiIroueHus yeayru CMC-yBeomieHus;

e 3a0JI0KUPOBATh CUM-KapTy, 0OpaTHUBIIKUCH K COTOBOMY OIEpaTopy.
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[Ipy BO3HUMKHOBEHMH MAaJICUIIMX IIOAO3PEHUM HACYyeT MNPEeANPUHUMAEMbIX
IIOIBITOK COBEPIUICHUS MOILICHHUYECKUX JEUCTBUM CJIEAyeT He3aMeIUTEIbHO
YBEJIOMJISITh 00 3TOM OaHK.

CobmroieHue NMPUBEACHHBIX MEpP U PEKOMEHJALUI MO3BOJIUT MPEAOTBPATUTH
CIIy4ad JUCTAHIMOHHOTO XUILECHUS JEHEKHBIX CPEJICTB.

[Ipokypop paitona P.2. Xabupos

JIOKYMEHT ITO{IIMCAH
DJIEKTPOHHOM HOJIITUCHIO

Ceprudukat 00C66184B63ECCBC270E38E554A021D953
Buanenenn Xadéupos Paamup DpHCTOBHY
JeiictBurenen ¢ 15.09.2023 mo 08.12.2024
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